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Top Stories 

• North Carolina Department of Transportation officials announced April 1 that Internet 
services were restored at DMV offices across the State after a cut in a fiber optic cable 
caused an outage for roughly 5 hours. - Charlotte Observer (See item 16 ) 

• The governor of California issued an executive order April 1 enforcing a 25 percent 
reduction on the State’s 400 local water supply agencies after claiming that the State’s 4- 
year drought had reached near-crisis proportions. - New York Times (See item 26 ) 

• Eleven out of 12 educators in Atlanta were found guilty April 1 in connection to conspiring 
to cheat in order to boost test scores on the Atlanta Public Schools Criterion-Referenced 
Competency Test for financial gain. - WGCL 46 Atlanta (See item 29 ) 

• A former Miami police lieutenant pleaded guilty in New Jersey March 31 to receiving over 
$160,000 in cash and material goods for aiding a gang by purchasing and transporting 
firearms, drugs, and drug cash on commercial flights. - Newark Star-Ledger (See item 32 ) 
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Energy Sector 



1. April 2, WPTV 5 West Palm Beach - (Florida) Crews still cleaning up at biodiesel 
facility in Stuart. Crews remained at Viesel Fuel in Stuart, Florida, April 2 following 
an April 1 fire that caused four 10,000-gallon tanks of biodiesel to ignite, prompting a 
power outage for the area and the evacuation of students from Port Salerno Elementary 
School. The fire was contained and authorities are investigating the incident. 

Source: http://www.wptv.com/news/region-martin-countv/stuartMesel-fuel-biodiesel- 
company-on-fire-in-stuart 

2. April 2, United Press International - (North Dakota) Oil product spill hits North 
Dakota wetland. The North Dakota Department of Health reported April 2 that 475 
barrels of waste were recovered after an Oasis Petroleum LLC-owned pipeline released 
about 500 barrels of produced water in Burke County, impacting a nearby wetland. 
Source: http://www.upi.com/Business News/Energy-Resources/2015/04/02/Qil- 
product-spill-hits-North-Dakota- wetland/473 1427967631/ 

3. April 1, Longmont Times -Call - (Colorado) Longmont agrees to $142K settlement on 
oil, gas, water pipelines. Kerr-McGree Gathering LLC will pay the city of Longmont 
$142,530 in addition to reporting the installation, inspection, and testing of its 
pipelines, along with other terms agreed upon in a settlement April 1 regarding a set of 
pipelines running under the eastern edge of the city’s open space. 

Source: http://www.timescall.com/longmont-local-news/ci 27831425/longmont- 
agrees-142k-settlement-oil-gas- water-pipelines 

[ Return to top ] 

Chemical Industry Sector 

4. April 2, Salisbury Post - (North Carolina) Driver killed, area evacuated after tanker 
overturns on Bringle Ferry Road. The driver of a semi-truck carrying 6,000 gallons 
of ethanol was killed when the vehicle overturned after it ran off Bringle Ferry Road in 
Salisbury, and a small number of homes were evacuated in response to a chemical spill 
caused by the crash. The area was rendered safe after the leak was contained while 
cleanup efforts were expected to take several hours. 

Source: http://www.salisburypost.com/2015/04/02/driver-killed-area-evacuated-after- 
tanker-overtums-on-bringle-ferry-road/ 

5. April 1, Jackson County Times- Journal - (Ohio) Hazmat situation closes Chillicothe 
Pike exit. An Ohio State Patrol Motor Carrier Enforcement unit performing a routine 
stop of a semi-truck near the Chillicothe Pike exit to U.S. Route 35 westbound in 
Jackson, discovered that the vehicle’s trailer was improperly placarded for HAZMAT 
items that it was carrying, and a gas cloud caused by spilled, unidentified chemicals 
escaped the trailer when the doors were opened during the inspection. Authorities 
tested air quality and re-secured the truck before the scene was cleared about six hours 
later. 
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Source: http://www.timesiournal.com/news/article 84a5cdel-82f7-531b-87c6- 
c7d59c4ac435.html 



6. April 1, Lower Hudson Valley Journal News - (New York) Southeast lab fire caused 
by titanium powder. A fire broke out inside a laboratory at the Materion Corp., 
facility near Brewster April 1 when a worker opened a container of titanium powder 
and the chemical reacted to moisture in the atmosphere, causing an explosion that 
burned the employee. About 36 employees were safely evacuated from the plant, and 
workers extinguished the blaze using a dry chemical extinguisher before firefighters 
arrived. 

Source: http://www.lohud.com/story/news/local/putnam/southeast/2015/04/01/fire- 
southeast-chemical-company/70771698/ 

1 Return to top i 

Nuclear Reactors, Materials, and Waste Sector 

7. April 1, Green Bay Press Gazette - (Wisconsin) Dominion to pay fine for Kewaunee 
nuclear security issue. Dominion Energy Kewaunee Inc., agreed to pay a $17,500 
civil penalty April 1 for a security-related violation at the decommissioned Kewaunee 
Power Station in Wisconsin, and acknowledged that it made changes to the plant’s 
security plan without consulting the U.S. Nuclear Regulatory Commission after 
shutting down the plant in 2013. 

Source: http://www.greenbavpressgazette.com/storv/monev/2015/04/01/dominion-pav- 
fine-kewaunee-nuclear-security-issue/70791816/ 

T Return to top i 

Critical Manufacturing Sector 

Nothing to report 
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Defense Industrial Base Sector 

Nothing to report 
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Financial Services Sector 

8. April 1, South Florida Sun-Sentinel - (Florida) Broward man committed securities 
fraud linked to Ponzi scheme, jury finds. A Broward man was found guilty of 
securities fraud April 1 for his role in a scheme in which he raised more than $157 
million from at least 150 investors through 2 private investment funds, and purchased 
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non-existent, legal settlements from a Fort Lauderdale attorney that was convicted of 
running a $1.4 billion Ponzi scheme. 

Source: http://www.sun-sentinel.com/news/crime/fl-rothstein-ponzi-george-levin-brf- 
20150401-story.html 



9. April 1, WLS 7 Chicago - (Illinois) ‘Black Cap Bandit’ sought in 5 bank robberies, 
FBI says. The FBI is offering a reward for information leading to the capture of a 
suspect dubbed the Black Cap Bandit who is believed to be connected to 5 robberies at 
TCF Bank and Standard Bank branches in the Chicago area from September - 
December 2014. 

Source: http ://abc7 Chicago .com/news/fbi-black-cap-bandit- sou ght-in-5-bank- 
robberie s/604249/ 

10. April 1, Reuters - (New York) N.Y. lawyer charged for alleged role in scheme over 
Maxim magazine. A former New York lawyer at Bryan Cave LLP was charged April 
1 for his alleged role in a conspiracy with a former United Parcel Service Inc. 
executive’s son that defrauded investors out of more than $8 million and attempted to 
secure another $20 million to finance the purchase of Maxim magazine by making 
misrepresentations to various lenders. The former executive’s son pleaded guilty to 
related charges in November 2014. 

Source: http://www.reuters.com/article/2015/04/01/us-usa-maxim-crime- 
idUSKBN0MS56Y201 50401 



11. April 1, Five Towns Patch - (New York) Customs: $730K in fake checks, money 
orders smuggled into JFK. U.S. Customs and Border Protection officers at New 
York’s John F. Kennedy International Airport seized 516 counterfeit bank and money 
orders totaling $732,585 in a shipment from the Ivory Coast over the weekend of 
March 28. The officers deemed the documents fake after noticing that they lacked the 
necessary security features found in legitimate monetary instruments. 

Source: http://patch.com/new-vork/fivetowns/customs-730k-fake-checks-money- 
orders-smuggled-jfk 
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Transportation Systems Sector 

12. April 2, Associated Press; San Jose Mercury News - (California) Woman walking 

inside fence at San Jose Airport is 5th breach. Police subdued and arrested a woman 
at the Mineta San Jose International Airport in San Jose March 31 after she allegedly 
jumped a fence and began walking on the airfield, making it the fifth security breach at 
the airport in less than a year. 

Source: http ://abcnew s . go .com/US/wireS tory/woman- walkin g-inside-fence- san-jose- 
airport-5th-30050042 

13. April 2, WSVN 7 Miami - (Florida) Debris causes chain reaction wreck on Turnpike, 
2 hospitalized. Southbound lanes on Florida’s Turnpike in Miami-Dade were shut 
down for 4 hours April 1 due to chain-reaction crash involving an overturned semi- 
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truck and at least six vehicles. Two people were transported to an area hospital for 
injuries and police are still searching for a truck that lost its load and caused the 
accident. 

Source: http://www.wsvn.com/storv/28692630/rollover-accident-shuts-down-turnpike- 
southbound-traffic 



14. April 2, KDVR 31 Denver - (Colorado) Deadly crash shuts down 1-25 for hours; 
driver talks about close call. Interstate 25 in Broomfield, Colorado, was closed in 
both directions for nearly 5 hours April 1 due to a fatal crash that left one person dead 
after a driver lost control in the southbound lane and crossed a barricade which sent 
chunks of concrete into oncoming lanes, damaging three cars. 

Source: http://kdvr.com/2015/04/01/i-25-closed-in-both-directions-due-to-accident- 
north-of-the-metro-area/ 



15. April 1, Al.com - (Alabama) Irondale train derailment cleanup continues. Crews 
continued work April 1 to remove a tipped engine from railroad tracks following a 
March 31 Norfolk Southern train derailment in Irondale, Alabama, that involved 11 
tankers. Authorities are investigating the cause of the derailment. 

Source: 

http://www.al.com/news/birmingham/index.ssf/2015/04/irondale train derailment clea 
.html 



16. April 1, Charlotte Observer - (North Carolina) DMV services restored in NC after 
fiber optic cable cut. North Carolina Department of Transportation officials 
announced April 1 that Internet services were restored at DMV offices across the State 
after a cut in a fiber optic cable caused services to go down for roughly 5 hours. 
Source: http://www.charlotteobserver.com/news/local/articlel7101172.html 

For another story, see item 34 
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Food and Agriculture Sector 

17. April 2, WIVB 4 Buffalo - (New York) Barn fire breaks out at WNY dairy farm. An 
April 2 fire at the Pearl Dairy in the Town of Sheldon destroyed a sugar shack that was 
used for processing maple syrup and spread to a bam before firefighters contained the 
blaze. The owner of the dairy stated that the blaze will end the farm’s maple syrup 
production for the year. 

Source: http://wivb.com/2015/04/02/ovemight-bam-fire-in-wvoming-county/ 

18. April 2, U.S. Department of Agriculture - (Washington) Robber’s Roost Jerky recalls 
beef and pork jerky product due to possible Listeria contamination. The Food 
Safety and Inspection Service announced April 1 that Robber’s Roost Jerky issued a 
recall for about four pounds of its ready-to-eat Smoked Beef & Pork Pepper Stick jerky 
products due to possible Listeria monocytogenes contamination. The affected product 
was distributed to retail outlets in Washington. 
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Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health- 
alerts/recall-case-archive/archive/2015/recall-Q54-201 5-release 



19. April 2, Mason City Globe Gazette - (Iowa) Official: Hundreds of bales ignite at 
Branstad Farms near Forest City. Crews at Branstad Farms near Forest City used an 
excavator to move several hundred round bales of cornstalks that caught fire April 1 to 
an open field where firefighters allowed the bales to bum out on their own. No injuries 
or structural damage was reported, and firefighters stated that the cause of the incident 
is believed to be strong winds that reignited a trash fire. 

Source: http://globegazette.com/news/iowa/official-hundreds-of-bales-ignite-at- 
branstad-farms-near-forest/article 6i If3f0b9-fc79-5be5-bc32-49f6e436 1 360.html 

20. April 1, KPNX 12 Mesa - (International) Rare bug found at Nogales port of entry. 
U.S. Customs and Border Protection agriculture specialists intercepted a 
Claudinerobius slateri, a rare invasive insect, during an inspection of a commercial 
shipment of celery from Mexico at the Nogales port of entry April 20. The shipment 
was fumigated and later released into U.S. commerce. 

Source: http://www.azcentral.com/storv/news/12-news/2015/04/01/12-news-nogales- 
port-of-entrv-department-of-homeland-securtity/70780500/ 

21. April 1, KGAN 2 Cedar Rapids - (Iowa) Crews fight barn fire in Jones County. 
Firefighters responded April 1 to a Jones County farm where a fire engulfed a barn 
holding com stalk bales before it spread to two adjoining buildings. Investigators 
believe the blaze was sparked by hot embers from a nearby controlled fire. 

Source: http://www.cbs2iowa.com/news/features/top-stories/stories/Crews-Fight-Barn- 
Fire-In-Jones-County-1 10126.shtml 

22. April 1, U.S. Department of Agriculture - (International) Laser corned beef products 
produced without benefit of import inspection. Rockville, Maryland-based Aadji & 
Manten International, LLC issued a recall April 1 for about 1,108 pounds of canned 
Laser Corned Beef products imported from Brazil that were not presented at the U.S. 
point of entry for U.S. Department of Agriculture inspection posing possible health 
risks. The recalled products were shipped to retailers in Maryland and Virginia, and 
were en route to a distributor in California. 

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health- 
alerts/recall-case-archive/archive/2015/recall-053-201 5-release 

23. April 1, U.S. Food and Drug Administration - (National) Maya Overseas Food Inc. 
issues allergy alert on undeclared peanuts in “Cumin Powder”. The U.S. Food and 
Drug Administration announced April 1 that New York-based Maya Overseas Food 
Inc., recalled its 7-ounce packages of Cumin Powder due to undeclared peanuts. 
Production of the product was suspended indefinitely until the company corrects issues 
within its production and packaging processes. 

Source: http://www.fda.gov/Safety/Recalls/ucm440911.htm 

24. April 1, U.S. Food and Drug Administration - (National) Hope Foods issues allergy 
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alert and voluntary recall on undeclared walnuts in Kale Pesto Hummus. The U S. 

Food and Drug Administration reported April 1 that Hope Foods voluntarily recalled 
one lot of its Kale Pesto Hummus due to undeclared walnuts. The recalled product was 
packaged in 8-ounce plastic tubs and distributed to limited retailers and wholesalers 
nationwide. 

Source: http://www.fda.gov/Safety/Recalls/ucm440887.htm 

25. April 1, U.S. Food and Drug Administration - (National) Giant Eagle voluntarily 
recalls multiple items due to undeclared egg and milk allergens. The U.S. Food and 
Drug Administration reported March 3 1 that undeclared egg and milk prompted the 
recall of select Giant Eagle brand Danish pastries, Bolillo rolls, specialty cheese, 
meringue pies, and heat & serve fried fish products that were prepared and sold in the 
Bakery, Cheese, and Prepared Foods departments inside Giant Eagle and Market 
District Stores across four States. 

Source: http://www.fda.gov/Safetv/Recalls/ucm440837.htm 
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Water and Wastewater Systems Sector 

26. April 1, New York Times - (California) California imposes first mandatory water 
restrictions to deal with drought. The governor of California issued an executive 
order April 1 enforcing a 25 percent reduction on the State’s 400 local water supply 
agencies after claiming that the State’s 4-year drought had reached near-crisis 
proportions. The order will impose varying degrees of cutbacks for homeowners, 
businesses, farms, and others, while water companies will be required to create 
restrictions to cut back on water use and monitor for compliance. 

Source: http://www.nytimes.corn/2015/04/02/us/california-imposes-first-ever-water- 
restrictions-to-deal-with-drought.html 

For another story, see item 40 
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Healthcare and Public Health Sector 

27. April 1, Wilmington News Journal - (Delaware) Lewes medical office shut down; 
sterilization techniques investigated. Delaware Department of Public officials shut 
down Delaware Otolaryngology Consultants medical practice in Lewes, Delaware, 
April 1 as a precaution after authorities were unable to confirm if proper sterilization 
techniques were being practiced following customer complaints. Authorities urged 
individuals who received services at the clinic to consult a physician or seek tests for 
various diseases. 

Source: http://www.delawareonline.com/story/news/health/2015/04/01/state-closes- 
lewes-ent-office-advises-patients-health-risks/70778732/ 
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Government Facilities Sector 

28. April 2, Spokane Spokesman-Review - (Washington) U-Hi evacuated after bomb 
threat received. An emailed bomb threat prompted the evacuation of students at 
University High School in Spokane County and the dismissal of classes April 1 while 
authorities investigated and searched the campus. Police cleared the scene after nothing 
suspicious was found. 

Source: http://www.spokesman.com/stories/2015/apr/02/in-brief-u-hi-evacuated-after- 
bomb-threat-received/ 

29. April 2, WGCL 46 Atlanta - (Georgia) 11 of 12 found guilty in APS cheating trial. 
Eleven out of 12 educators in Atlanta were found guilty April 1 in connection to 
conspiring to cheat or concealing cheating in order to boost test scores on the Atlanta 
Public Schools Criterion-Referenced Competency Test for financial gain. A total of 35 
educators were charged in March 2013 following a 2009 investigation that revealed 
system- wide cheating on the tests. 

Source: http://www.cbs46.com/storv/28622132/aps-educators-wait-for-fate 

30. April 1, New Canaanite.com - (Connecticut) Cause of water leak that prompted 
closing of West School on Wednesday unknown. Authorities continue to investigate 
the cause of a water leak at West School in New Canaan which prompted the school’s 
closure April 1 after officials found electrical issues and other problems caused by the 
leak. 

Source: http://newcanaanite.com/district-west-school-closed-wednesdav-due-to- water- 
leak-24582 



For additional stories, see items 1 and 3 
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Emergency Services Sector 

31. April 2, Chicago Tribune; Associated Press - (Illinois) Cops: Authorities still 
hunting for escaped murderer. Authorities are searching for an inmate who escaped 
from the Jerome Combs Detention Center in Kankakee County April 1 by 
overpowering two correctional officers, wearing one of the officers’ uniform, and using 
his car to escape. The inmate caused severe injury to one of the guards and authorities 
stated that he should be considered armed and dangerous. 

Source: http://www.chicagotribune.com/news/local/breaking/chi-inmate-escapes-frorn- 
j ail-in-kankakee-count y- 2015 040 1 - story . html 

32. April 1 , Newark Star-Ledger - (International) Miami drug cop went rogue to aid N.J. 
trafficking ring, feds say. A former Miami police lieutenant pleaded guilty in New 
Jersey March 31 to receiving over $160,000 in cash and material goods for aiding a 
gang by purchasing and transporting firearms, drugs, and drug cash on commercial 
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flights to and from New Jersey, New York, Miami, Ecuador, and the Dominican 
Republic using his position as a police lieutenant to easily transport the items. 

Source: 

http://www.ni.com/news/index.ssf/2015/04/miami drug cop went rogue to aid nj tr 
afficking ri.html 
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Information Technology Sector 

33. April 2, Help Net Security - (International) Google decides to stop trusting CNNIC 
certificates. Google security engineers announced that the company would no longer 
allow its Chrome Web browser to recognize digital certificates issued by the China 
Internet Network Information Center (CNNIC), following an incident during the week 
of March 23 in which an intermediate certificate authority (CA) operating under 
CNNIC issued a number of unauthorized digital certificates for Google domains. 
Source: http://www.net-security.org/secworld.php?id=18164 

34. April 2, Securityweek - (International) Researchers spot 64-bit version of 
NewPosThings trojan. Security researchers at Trend Micro identified a new 64-bit 
version of the NewPosThings point-of-sale (PoS) malware that infects systems by 
collecting passwords for virtual network computing (VNC) software and disabling 
operating system security warnings for certain file extensions, and collects user inputs 
and payment card information via memory scraping. Experts discovered command and 
control (C&C) servers used by the trojan associated with internet protocol (IP) 
addresses at two U.S. airports. 

Source: http://www.securityweek.com/researchers-spot-64-bit-version-newposthings- 
trojan 

35. April 1, Threat post - (International) Critical vulnerabilities affect JSON Web Token 
libraries. A Canadian security researcher discovered vulnerabilities in several 
JavaScript Object Notation (JSON) Web Token (JWT) libraries that could allow 
attackers to bypass verification steps and access servers by exploiting a public key 
confusion between systems signed with keyed-hash message authentication codes 
(HMAC) and Rivest-Shamir-Adleman (RSA) keys. The issue can be addressed by 
configuring servers to reject tokens with different signatures via a whitelisting or 
blacklisting mechanism. 

Source: http://threatpost.com/critical-vulnerabilities-affect-ison-web-token- 
libraries/111943 



Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 
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Communications Sector 

Nothing to report 
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Commercial Facilities Sector 

36. April 2, KNBC 4 Los Angeles - (California) One dead, others escape Wilmington 
motel fire by jumping from windows. One person was killed and 15 others were 
injured by an April 2 fire at the Wilmington Hotel in Los Angeles that engulfed the 
structure, which housed 29 residents in 20 units. The cause of the blaze remains under 
investigation. 

Source: http://www.nbclosangeles.com/news/local/Motel-Fire-South-LA-People- 
Trapped-Injured-298429861.html 

37. April 2, Associated Press - (Massachusetts) Fire damages Lawrence apartment 
building. A 3-alarm fire at a Lawrence, Massachusetts apartment building April 2 
displaced more than 30 residents. The cause of the fire is under investigation but does 
not appear suspicious. 

Source: 

http://www.bostonherald.com/news opinion/local coverage/20 15/04/fire damages la 
wrence apartment building 

38. April 2, KMOX 1120 AM St. Louis - (Michigan) Dozens homeless after apartment 
building fire. Authorities are investigating the cause of a 3-alarm fire at the Oxford 
Hills Apartments complex in St. Louis County April 2 that displaced dozens of 
residents and rendered 1 1 units uninhabitable. 

Source: http://stlouis.cbslocal.com/2015/04/02/dozens-homeless-after-apartment- 
building-fire/ 
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Dams Sector 

39. April 1, Associated Press - (Michigan) State to remove crumbling dam on 
Kalamazoo River. Michigan Department of Natural Resources officials announced an 
$827,050 project April 1 that will begin sometime during the summer to remove a 
crumbling dam, create a temporary structure, and reroute the Kalamazoo River in 
Ostego Township in order to contain contaminated sediments until crews are able to 
remove them. Once cleanup is completed, the Ostego Dam remnants will be removed, 
restoring the river to its natural course. 

Source: http://www.southbendtribune.com/news/local/state-to-remove-crumbling-darn- 
on-kalamazoo-river/article 45356c 1 b-c453-52e9-8f22- 1 Off7b5e32ca.html 

40. April 1, KSBY 6 San Luis Obispo - (California) Low water levels at Lopez Lake 
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trigger response plan. Officials in San Luis Obispo County announced April 1 that 
water deliveries to municipalities will be reduced by 10 percent when Lopez Lake dips 
below 15,000 acre feet in order to preserve the remaining water in the lake. Officials 
enacted the Low Reservoir Response Plan in 2014 when Lopez Lake fell below 20,000 
acre feet, which includes reducing water deliveries each year through 2017. 

Source: http://www.ksbv.com/story/28699821/low-water-levels-at-lopez-lake-trigger- 
response-plan 
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 

instructions to Get e-mail updates when this information changes . 

Removal from Distribution List: Send mail to support @ govdelivery.com . 



Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US -CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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